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Serial No.: 10/090,302 

Filed: March 4, 2002 

For; ARITHMETIC OPERATION METHOD FOR CYCLIC , . ■ 

Group: 2133 

Examiner: Dipakkumar Gandhi DOCKET: NECN01321 

MAIL STOP AMENDMENT 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

DECLARATION UNDER 37 CFR 1.131 OF PRIOR INVENTION IN A 
WTO MEMBER COUNTRY TO OVERCOME A CITED PATENT REFERENCE 

Dear Sir: 

The undersigned, being the named inventor of the subject application, declares and 
states the following: 

(1 ) I conceived of and completed the invention described and claimed in the subject 
application, in Japan, prior to Januaiy 26, 2001, the U.S. filing date of the Ishiwaki U>S,Patent 
No. 6,725,415 cited in the Office Action mailed September 24, 2004 in the above matter. 

(2) As proof thereof, I provide the following: 

(a) Exhibit A, which is a full and complete copy of a written Invention 
Disclosure, which I prepared and submitted to the IP Division of NEC Electronics Corporation, 
the assignee of the subject application. As can be seen, the drawing figures attached to Exhibit 
A essentially correspond to the drawing figures submitted with the subject application. A 
verified English translation of Exhibit A also is attached hereto. 
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. (b) My Invention Disclosure was accepted for filing by NEC Electronics 
Cozporatian, and a detailed description was then supplied to an outside Japanese Patent Law 
Finn, who then prepared the documents for filing a Japanese patent Application, the 
application was prepared, reviewed by me, and filed in the Japanese Patent Office as Japanese 
Patent Application Serial No. 2001-059807 filed March 5, 2001. 

(3) Tie foregoing and attachments clearly show a date of conception and completion of 
the invention of this application all prior to the January 26, 2001 US. filing date of the Ishiwaki 
U.S. patent application. Moreover, having conceived of the invention prior to January 26, 
2601, 1 proceeded diligently to prepare a complete written disclosure bfsamc and to then 
promptly file a patent application, initially in Japan, and thereafter, fa the United States, 
covering the invention. At no time bei^ea my conception of the invention, and my filing of 
th* subject U,S, Patent Application, did I ever intend to abandon the invention. 

As the named inventor, I hereby declare that all statements made ha^ of my own 
knowledge are tme and that all statements made on information and belief are believed to b$ 
true; and further that these statements were made with the knowledge that willful felse 
Statements and the lib So made are punishable by fine or imprisonment, or both, under Section 
1001 of Title 18 of the United States' Code and that auch willful take statements may 
jeopardize the validity of the application or any patent issued thereon. 




SbigenarittbTAKA 
Pats December 24, 2004 
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MAIL STOP AMENDMENT 
Commissioner for Patents 
P.O. Box 1450 

Alexandria, VA 22313-1450 

VERIFICATION OF TRANSLATION 

Dear Sir: 

The undersigned hereby certifies that I am conversant in both Japanese and English 
languages, that I have prepared the attached English translation of the Japanese text attached as 
Exhibit A, and that the English translation is a true, faithful and accurate translation of the 
attached Exhibit A. 

I further declare that all statements made of my own knowledge are true and that all 
statements made on information and belief are with the knowledge that willful false statements 
and the like are punishable by fine or imprisonment, or both, under 18 USC § 1001, and that 
such false statements may jeopardize the validity of the application or any patent issuing 
therefrom. 
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Yukuo NISHIMURA 
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[CRC] 

A CRC (cyclic redundancy check) is one of methods for 
checking whether or not data have correctly been transmitted 
(read or written) in data transmission, and in writing or reading 
data into/from a disk, a tape, or a like. 

A CRC arithmetic operation is performed by using an 
expression made up of a combination of shift and addition, called 
a CRC generative polynomial. A value generally used in the CRC 
arithmetic operation is made up 16 bits or 32 bits (The word 
"cyclic" in CRC is derived from a calculation method in which 
power of 2 is used as a modulus, and an over-flow of an operational 
result is neglected) . 

Since the CRC arithmetic operation is not to perform a . 
simple addition operation, there is demerit in that processing 
using a software for the CRC calculation greatly increases a 
processor workload. On the other hand, since processing by a 
hardware is simple and easy, the CRC arithmetic operation method 
is generally used in a disk controller, a communication LSI, 
and a like. 

Source: ASC^TI digital term dictionary 



[CRC generative polynomial] 

The above-described CRC generative polynomials are 
defined as follows: 

CRC32(32bit) : G(X) = X^+X^+X^+XSWWW 
CRC1 6(16bit) : G(X) = X 16 +X 12 +X 3 +X'+l 

[CRC method] 

Next, the CRC arithmetic operation method will briefly 
be explained. The following, for simplicity' s sake, example using 
6 bits will be explained: because using 32 bits or 16 bits as 
an example makes the explanation (operational expressions) too 
complicated. 

Please note that an arithmetic operation method using 32 
bits or 16 bits is a same as that using 6 bits. 

® A polynomial is given below, in which input data is 
considered to specify a value. 
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P(X)= 1 +X'+ 0 + 0 +x 4 +x 5 

(2) Next, the CRC generative polynomial predetermined in a 
data transmitting/receiving is used. 

(CRC32 and CRC 16 generative polynomials are shown above. ) 

CRC6(6bit) : G(X) = X 6 +X 3 +l 

® A result obtained by multiplying the input data P(X) by 
the highest order term X 6 included in the generative 
polynomial G(X) is represented by Q(X) . 

Q(X) = X u +X to +X 7 +X 6 



© Then, the Q(X) is divided by the generative polynomial 
G(X) and its remainder is used as a cyclic check bit of the CRC 
arithmetic operation method, which is called a "CRC code". 

X 5 + X 4 + X 2 + 1 
X 8 + X 3 + t ) X n + X 10 
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X° X 1 X 2 X 3 X 4 X 5 

(5) A new Q(X) is produced by multiplying input data to be 
input next by the CRC code obtainedby the CRC arithmetic operation 
®. By dividing the new Q(X) by the generative polynomial G(X) , 
a new CRC code is obtained. 



When the processing described above is performed 
repeatedly (in a cyclic manner) on all the input data, a CRC 
arithmetic operation result can be obtained, and the obtained 
CRC arithmetic operation result is transmitted by being added 
to an end of data to be transmitted. 



[CRC operational expression] 

The concept of the CRC arithmetic operation is as described 

above . 

However, in a multi-bit CRC32 arithmetic operation such 
as the CRC32 arithmetic operation, the above-described division 
cannot be done simply by hardware because the hardware cannot 
perform high-speed processing or because large-sized circuits 
have to be used as the hardware and, therefore, the division 
is generally done using the following method. (Again, an example 
using 6 bits will be described.) 

First , the following circuit can be obtained in accordance 
with the above-described CRC generative polynomial. 
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Next, when input data P(X) described earlier under the 
section "CRC method" is serially input through Din, an output 
state in each FF (flip-flop) will be given below: 

-Input data- 



X° X 1 X 2 X 3 X 4 X 5 



data 



Here, "A" denotes an Ex-OR of loop-back data and input 
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Remainder 
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Agreement can be seen between the remainder described in 
the above table and the remainder explained earlier under the 
section "CRC method'', that is, a set of output data being output 
from each of the flip-flops when data are shifted sequentially 
by the number of its bits which is equal to that of the input 
data is the "CRC code" to be acquired. 

The following operational expression can be introduced, 
wherein input data are expressed sequentially by D0-D5, each 
initial value of FFs is expressed by R0-R5, and each output of 
the FFs is expressed by C0-C5. 
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Note: " . ''indicates EX-OR 
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Note: "."indicates EX-OR 



Operational expressions obtained by each of output data 
from the flip-flops, when data shift operations are performed 
six times (that is, six shifts), are CRC6 operational expressions . 
Here , since same terms (R3.-R3etc.) can be deleted, the following 
operational expressions are what to acquired, by rearranging 
each of the obtained operational expressions. 

CRC6 operational expressions 
C5 = R2-D2 
C4 = R1-D1 
C3 = R0-D0 
C2 = R2-R5-D2-D5 
C1=R1*R4*D1'D4 
C0 = R0-R3-D0-D3 

The following expressions are obtained, by inputting 
initial values "0" (R0-R5="0" ) and data (11011) to the 
above-mentioned operational expressions. 

C5 = 0 

C4 = 1 

C3 = 1 

C2 = 1 

C1=0 

C0 = 1 

Thus, agreement can be seen between this result and the 
earlier result . Accordingly, it is confirmed that the operational 
expressions described above are effective to use for checking 
error . 

The above is all of the method explanation and operational 
expression introduction in CRC6. 
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The operational expressions of CRC16 and CRC32 can also 
be introduced by using a same manner as described above in CRC6 . 

The generative polynomials, generating circuits and 
operational expressions of CRC16 and CRC32 will be shown below. 

[CRC16] 

Generative polynomial 

G<X) = X ,a +X l2 +X 3 +X ! +l 



Generating circuit 
® : Exclusive-OR 



4 



Din 



CO 



FF 




FF 






FF 




FF 










>—* 






FF 


RO 

1 




R1 






R2, 


f 


R3 




r 


R4 



CI 



C2 



C3 



R5 | R6 yf R7 
C4 C5 C6 C7 



FF 



R8 



FF 



R9 



FF 



RtO 



FF 



R11 



FF 



R12 



FF 



R13 



FF 



R14 



FF 



R15 



C8 



C9 



CIO 



C11 



CI2 



C13 



C14 



CI5 



Operational expressions 
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The above shows operational expressions in which the input 
data is made up of 16 bits (D0-D15) . £f input data length is 
different from 16 bits, other operational expressions different 
from the above ones have to be used. For example, in a case where 
the input data is made up of 8 bits (1 byte: D0-D07) , an output 
data from each flip-flop at a time point when D7 has been input 
(that is, eight shifts) becomes each of the required operational 
expressions . 



[CRC32] 



Generative polynomial . 

CRC32(32bit) : G(X) = X^WWWWWW 



Generating circuit 
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Operational expressions 



CO 



CI 



R0«RG-R9'R10-R12-R16-R24-R25-R26-R28-R29-R30*R31-D0-D1-D2- 
D3'D5'D6-D7-D15'D19'D21«D22«D25'D31 



R0'R1'R6-R7'R9'R11'R12'R13«R16'R17-R24«R27'R28-D3-D4-D7' 
D14-D15-D18-D19-D20'D22-D24-D25'D30-D31 



C2 



C3 



R0-R2-R6-R7-R8-R9-R13-R14-R16-R17-R18'R24-R26-R30-R31-D0- 
D1-D5-D7-D13-D14-D15'D17-D18«D22-D23'D24-D25«D29-D30-D31 



Rl-R2-R3-R7-R8'R9-R10-R14«R15-R17-R18-R19-R25-R27-R31-D0- 
D4-D6-D12'D13-D14'D16'D17-D21-D22-D23-D24'D28-D29-D30 



C4 



R0-R2-R3'R4-R6-R8-R11 •R12'R15'Rl8«R19'R20'R24«R25-R29-R30- 
R31-D0-Dl-D2-D6-D7-Dll-D12-D13«D16'D19'D20-D23-D25'D27« 
D28-D29-D31 



C5 



R0-R1-R3-R4-R5'R6'R7'R10-R13-R19-R20'R21-R24-R28-R29'D2- 
D3-D7-D10-D11'D12-D18'D21-D24-D25'D26'D27'D28-D30-D31 



C6 



R1-R2-R4-R5-R6-R7'R8-R11-R20-R21-R25-R30-D1-D2-D6-D9-D10« 
D11-D17-D20'D23-D24-D25-D26-D27-D29-D30 



C7 



C8 



C9 



CI 
0 



R0-R2-R3'R5-R7'R8-R10'R15-R16-R21-R22-R23-R24-R28'R29-D2' 
D3-D6-D7-D8-D9'D10'D15'D16-D21-D23-D24-D26-D28-D29-D31 



RO-R1-R3-R4-R8-R10-R11-R17-R22-R28-R31'DO-D3-D8-D9-D14' 
D19-D20'D21-D23'D27'D28'D30-D31 



R1-R2-R4-R5-R9-R11-R12-R13'R18-R23-R24-R29-D2-D7-D8-D13- 
D18'D19-D20'D22-D26-D27'D29-D30 



R0-R2-R3-R5-R9-R13'R14-R16'R19-R26-R28«R29-R31-D0-D2-D3- 
D5-D12-D15'D17-D18'D22-D26-D28-D29-D31 



CI 
1 



CI 

2 



CI 

3 



CI 
4 



Cl 
5 



Cl 
6 



R0-R1-R3-R4-R9'R12-R14-R15'R16-R17-R20-R24-R25«R26'R27« 
R28-R31*D0-D3'D4«D5-D6'D7'D11-D14-D15-D16-D17-D19-D22- 
D27-D28-D30«D31 



R0-R1-R2-R4-R5-R6-R9'R12-R13-R15-R17-R18-R24«R30«R31-D0- 
D1-D4'D7-D10-D13«D14-D16-D18-D19-D22'D25'D26-D27'D29-D30« 

D31 . 



R1-R2-R3-R5-R6-R7-R10-R13-R16-R19-R22-R28-R31-D0-D3-D6' 
r>Q-m2-D13»D15-D17-D18'D21'D24'D25'D26-D28'D29'D30 



R02 R03 R04 R06 R07 R08 Rll R14 R15 R17 R19 R20 R23 R26 R29 D02 
D05 D08 Dll D12 D14 D16 D17 D20 D23 D24 D25 D27 D28 D29 



R3-R4-R5-R7-R8-R9-R12-R15-R16-R18-R20-R21-R24-R27-R30-D1- 
D4-D7-D10-D11-D13-D15-D16-D19-D22-D23-D24-D26-D27-D28 



R0-R4-R5-R8-R12-R13-R17-R19-R21-R22-R24-R26-R29-R30-D1-D2- 
D5-D7-D9-D10-D12-D14-D18-D19-D23-D26-D27-D31 



Cl 
7 



Cl 
8 



R1-R5-R6-R9-R13-R14-R18-R20-R22-R25-R27-R30-R31-D0-D1-D4- 
D6-D8-D9-D11-D13-D17-D18-D22-D25'D26-D30 



R2-R6-R7-R10-R14-R15-R19-R21-R23-R24-R26-R28-R31-D0-D3-D5- 
D 7 ■ D 8 • m 0 ♦ D 1 2 • D 1 6 • D 1 7 • D 2 1 • D 24-D25-D29 



Cl 
9 



C2 
0 



C2 
1 



C2 

2 



R3-R7.R8-R11-R15-R16-R20-R22-R24-R25-R27-R29-D2-D4-D6-D7- 
D9-D11-D15-D16-D20-D23-D24-D28 



R4-R8-R9-R12-R16-R17-R21-R23-R25-R26-R28-R30-D1-D3-D5-D6- 
D8-D10-D14-D15-D19-D22-D23-D27 



R5-R9-R10-R13-R17-R18'R22-R24-R26-R27-R29-R31-D0-D2-D4-D5- 
D7-D9-D13-D14-D18-D21-D22-D26 



R0-R9-R11-R12-R14-R16-R18-R19-R23-R24-R26-R27-R29-R31-D0- 
D2-D4-D5»D7-D8-D12-D13-D15-D17-D19-D20'D22-D31 
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C2 
3 


R0-R1-R6-R9-R13'R15-R16-R17'R19-R20-R26-R27-R29'R31-D0'D2- 
D4-D5'D11'D12'D14-D15'D16 > D18'D22'D25'D30'D31 


C2 
4 


R1-R2-R7-R10-R14-R16-R17-R18'R20-R21-R27-R28-R30-D1-D3-D4- 
D10'D11-D13'D14-D15*D17-D21'D24'D29«D30 


C2 
5 


R2-R3-R8«R11 •R15*K17*R18*R19*K21'R22*R28-R29*R31 -DO-D2-D3- 
D9-D10'D12-D13'D14'D16'D20'D23'D28'D29 


C2 
6 


R0-R3-R4-R6-R10-R18'R19-R20«R22'R23-R24-R25-R26-R28-R31- 
D0-D3'D5'D6*D7-D8*D9*D11'D12-D13'D21'D25-D27'D28'D31 


C2 
7 


R1-R4-R5'R7-R11'R19'R20-R21-R23'R24-R25-R26*R27'R29-D2-D4' 
D5-D6-D7-D8-D10-D11-D12-D20-D24-D26-D27-D30 


C2 
8 


R2-R5-R6-R8-R12-R20-R21-R22-R24-R25-R26-R27-R28-R30-D1-D3- 
L)4 , i)o ■ Do " L/7 ' IJy ■ D 1U* JJ1 1 • Diy • UZo * JJ^O m L)ZO % uzu 


C2 
9 


R3-R6-R7-R9-R13'R21-R22-R23-R25'R26-R27-R28-R29-R31-D0-D2- 
D3-D4-D5-D6-D8-D9-D10-D18'D22-D24«D25-D28 


C3 
0 


R4-R7-R8'R10-R14-R22«R23-R24-R26-R27-R28«R29-R30'D1-D2-D3- 
D4'D5-D7-D8'D9-D17-D21«D23-D24-D27 j 


C3 
1 


R5-R8-R9-R11'R16-R23-R24-R25'R27-R28-R29-R30-R31'D0-D1-D2- 
D3-D4-D6-D7-D8-D16-D20-D22-D23-D26 



The above shows operational expressions in which the input 
data is made up of 32 bits (4 bytes: D0-D31) . If input data length 
is different from 32 bits, other operational expressions 
different from the above ones have to be used. For example, in 
a case where the input data is made up of 8 bits ( 1 byte : D0-D07 ) , 
an output data from each flip-flop at a time point when D7 has 
been input (that is, eight shifts) becomes each of the required 
operational expressions. Also, in a case where the input data 
is made up of 64 bits (8 byte: D0-D63) , an output data from each 
flip-flop at a time point when D63 has been input (that is, 64 
shifts) becomes each of the required operational expressions. 

The above is all of general explanation about the CRC method 
and operational expression. 

Next, a supplementary explanation relating to the present 
invention will be given. 
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[Data Format] 

To begin with, a general data format will be explained. 

The communications data is generally made up of header 
information, data, and a CRC arranged before CRC32 in the data 
format, the CRC16 arithmetic, as described below. The CRC uses 
generally either of 32 bits and 16 bits in accordance with a 
requirement for a system (Error detecting methods other than 
CRC will be omitted from this explanation, since they are not 
relevant to configurations of the present invention) . 

The present invention is preferably used in a system (such 
as an InfiniBand or a like) in which two or more CRC arithmetic 
operation results are required. 



Header 


Data 


CRC32 


CRC 16 



CRC32 



CRC 16 



<J7 



Example: 4-byte (32-bit) transmission 
tbyte 



#1 


dataO 


datal 


data2 


data3 


M2 


data4 


data5 


data6 


data7 


#3 


data8 


data9 


datal 0 


datal 1 






• 
• 
• 




#n-2 


data n-5 


data n-4 


data n-3 


data n-2 


#n-1 


data n-1 


data n 


CRC32 


CRC32 


#n 


CRC32 


CRC32 


CRC 16 


CRC16 



The CRC method is one of error detection methods for 
detecting error on the data to be transmitted. That is, in this 
CRC method, when the above-mentioned data are transmitted, it 
is usable for error detection on data 0 to data n. 

In processing of a CRC16 arithmetic operation, a CRC 3 2 
arithmetic operation result is treated as data, and as a result, 
error detection on data including a CRC32 arithmetic operation 
result is performed. 

For this reason, the CRC16 arithmetic operation needs the 
CRC32 arithmetic operation result, whereas a CRC32 arithmetic 
operation does not need a CRC16 arithmetic operation result. 

To put it simply, in a data transmitting/receiving, the 
difference is only whether the CRC 3 2 arithmetic operation result 
is transmitted earlier or later than the CRC16 arithmetic 
operation result. If the CRC16 arithmetic operation result is 
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arranged before the CRC32 arithmetic operation result in the 
data format, the CRC16 arithmetic operation result is to be used 
in CRC32 arithmetic operation. 

Note: a reason for adding two kinds of CRC code to data 
will be explained with reference to an example of InfiniBand. 




With a system configuration as shown in the above figure 
(a conventional protocol such as TCP-IP is used as a 
communications protocol for data communications carried out 
between a PC (Personal Computer) and a server (EWS) , whereas 
an InfiniBand protocol is used as a communications protocol for 
data communications carried out between the server (EWS) and 
an HD (Hard Disk) ) , 

When data access (reading) is made from the PC to HD through 
a server (EWS), data read from the HD and configured in the 
foregoing data format is transmitted to the EWS in accordance 
with the InfiniBand protocol. Next, when the EWS has received 
data from the HD, the EWS transmits the received data to the 
PC, without performing a further CRC arithmetic operation. That 
is, data obtained by removing a header prepared specifically 
for the InfiniBand protocol and the CRC16 arithmetic operation 
result from the received data is transmitted from the EWS to 
the PC. Then, if the CRC 3 2 arithmetic operation result is not 
added to the received data, the CRC32 arithmetic operation has 
to be preformed. This means savings in time and power. 



[Background of the Invention] 

As described above, it is necessary to add the CRC 
arithmetic operation result to an end of the data to be 
transmitted . 

Generally, in data communications, in order to transmit 
data accurately to a receiver, continuous transmission from a 
beginning to an end of the data transmission (in the case of 
a packet communication, during transmission of one packet) is 
required. Therefore, a time lag (interruption) between the end 
of the data and the CRC arithmetic operation result should be 
avoided. Moreover, to obtain the CRC arithmetic operation result , 
time being equivalent to at least one clock is necessary. 
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For this reason, the CRC arithmetic operation result has 
to follow continuously the end of the data to be transmitted, 
by inserting latches between Data paths. Furthermore, in a case 
of having two kinds of CRC arithmetic operation results, at least 
two latches have to be inserted between Data paths, since time 
being equivalent to at least two clocks is necessary (in order 
to use one CRC arithmetic operation result in another arithmetic 
operation) . 

High-speed signal processing also in data communications 
has become indispensable, as high-speed operations of CPUs 
(Central Processing Units) have been achieved in recent years. 
To achieve high-speed signal processing, it may be preferable 
to increase a data transmission speed and/or a width of a bus. 
In addition to these, an increase in the processing speed within 
a signal processing circuit is essential. 
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[Conventional Circuit Configuration] 



B: Latch 

A : Data xnp ut 

32 ' ~ "~ 



F/F 



C: Latch 



F/F 



D:32-bitCRC ErLatch 




sL 



J : Selector 



MUX 



32 



K : Data output 



16-bitCRC I: Latch 



F: Latch G: Selector 



A: Data inputting section 
B, C: Latch (32-bit flip-flop) 

for adjusting operation timing in data path 
D: CRC32 arithmetic operation device 
E: Latch (32-bit flip-flop) 

for latching CRC32 arithmetic operation result 
F: Latch (16-bit flip-flop) for adjusting operation 

timing of CRC16 arithmetic operation device 
G: Selector circuit for selecting either of latched 

input data and CRC32 arithmetic operation result 
H: CRC16 arithmetic operation device 
I: Latch (16-bit flip-flop) 

for latching CRC16 arithmetic operation result 
J: Output selector 
K: Data outputting section 
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Thirty-two bits (4 bytes) of data output from a data 
inputting section A are input to a latch B, a CRC32 arithmetic 
operation device D, and a latch F which is used to adjust operation 
timing of a CRC1 6 arithmetic operation device . A CRC32 arithmetic 
operation result (an arithmetic operation result of 32 bits 
output from theCRC32 arithmetic operation device D) is input 
to an output selector J, and a selector circuit G through a latch 
E . In the selector circuit G, either of the input data and the 
CRC32 arithmetic operation result is selected as data to be input 
to a CRC16 arithmetic operation device H. A CRC16 arithmetic 
operation result (an arithmetic operation result of 16 bits 
output from the CRC16 arithmetic operation device H) is input 
to the output selector J through a latch I . 



A:Data 



input ] 


® l 


® i © i ® i i 




dataO 


data4 ! 


dataS 


data 12 




datal 


data5 


data9 


data13 


data? 


data6 


data 10 




data3 


data7 


datall 





E:FF output~"] f~ \ ® f (g) \ © "j^f 



Arithmetic 
.operation 
result (CRC32) 



B, F : FF output" ! j ® I ® I © f""@~T 



K:Data output 



\ I 


® i ® i 


© I ® I <D I 


1byta{ 


dataO | 


data4 


data8 


datal 2 


CRC32 


C 


datal 


data5 


datad 


datal 3 


CRC32 


daU2 


daU6 


data 10 


CRC32 




daU3 


data7 1 


datall 


CRC32 






I | I ® I ® I © I ® 1 




1 1 1 


® ¥ ® I © I ® l ® 


1byta-[ 


dataO 


data4 


data8 


data 12 


CRC32 . 


datal 


dataS 


data9 


datal 3 


CRC32 


data2 


data6 


datal 0 


CRC32 


CRC16 


data3 


data7 


datall 


CRC32 


CRC16 



Let it be assumed that data as shown in the above timing 
chart is input from the data inputting section A, and that an 
end part (0) of the input data is made up of only 2 bytes (16 
bits) . The 'first CRC32 arithmetic operation is performed by using 
a first part(^)of the input data and the initial value of the 
latch E . The latch E latches the first arithmetic operation result 
obtained from the CRC32 arithmetic operation device D. After 
this , the second CRC32 arithmetic operation is performed by using 
a second part (fi) of the input data and the first CRC32 arithmetic 
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operation result (data latched in the latch E) . By repeating the 
above CRC32 arithmetic operations, the CRC32 code bit can 
finally be obtained. 

Next, it is necessary to add continuously the CRC32 
arithmetic operation result (3) to the end part (*Q)of the input 
data fed from the data inputting section A and then to feed the 
added data to the CRC16 arithmetic operation device H. 

Then, in a case where the end partQj) of the input data 
is made up of only 2 bytes, it is necessary to input the CRC32 
arithmetic operation result separately at two timings, as shown 
in the above timing chart. For this reason, it is necessary to 
delay the input data by one clock. Therefore, the latch F is 
provided on an input side of selector circuit (MUX section) G. 



With the conventional circuit configuration described 
above , a time delay being equivalent to two clocks occurs between 
inputting of data and outputting of data. 



Thus, the CRC16 code bit 




can finally be obtained. 



I 
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[Circuit Configuration of the Invention] 



A: Data input 



C: Latch 




J : Selector 



D:32-bitCRC 



32 
. . ./, 




H : 1 6-bitCRC® I : Latch 

M: Selector 





K:Data output 



L:16-bitCRC(2) 



A: Data inputting section 

C: Latch (32-bit flip-flop) for adjusting operation 

timing in data path 
D: CRC32 arithmetic operation device 
E: Latch (32-bit flip-flop) for latching CRC32 

arithmetic operation result 
H: CRC16 arithmetic operation device ® 
I: Latch (16-bit flip-flop) for latching CRC16 

arithmetic operation result 
J: Output selector 
K: Data outputting section 
L: CRC16 arithmetic operation device ® 

(for reducing latency) 
M: Output selector 



Thirty-two bits (4 bytes) of data output from a data 
inputting section A are input to a latch C, a CRC32 arithmetic 
operation device D, a CRC16 arithmetic operation device (D H, 
and a CRC16 arithmetic operation device © L. Arithmetic 
operation results obtained from these arithmetic operation 
devices are input to the output selector J through respective 
latches E and I . 
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A: Data input""] ]""® 1 ® f © 1 ® 



1byto-[ 



dataO 


data4 


data8 


data 12 


datal 


dataS 


data9 


data 13 


data2 


data6 


data 10 




data3 


data7 


datal 1 





E:FF output 



II : CRCI6® 

output 

L : CRC16© I 

output 



Emm 




rztzm 



Arithmetic 
operation 
result (CRC32) 



rz 
rz 



i=fp output "t > ® i ® r ®iM 




Arithmetic 
operation 
result (CRC16) 



Data output ni r@nrirT^ i ®_f 



1byte-[ 



dataO 



datal 



data2 



datal 



data4 



dataS 



data6 



data7 



daU8 



data9 



datal 0 



datal 1 



datal 2 



datal 3 



CRC32 



CRC32 



CRC32 



CRC32 



CRC16 



CRC16 



Let it be assumed that data as shown in the above timing 
chart is input from the data inputting section A (same as the 
conventional example) . 

The first CRC32 arithmetic operation is performed by using 
the first part (A) of the input data and the initial value of 
the latch E. The latch E latches the first arithmetic operation 
result obtained from the CRC32 arithmetic operation device D. 
After this, the second CRC32 arithmetic operation is performed 
by using the second part (B) of the input data and the first CRC32 
arithmetic operation result (data latched in the latch E) . By 
repeating the above CRC32 arithmetic operations, the CRC32 code 
bit (d) can finally be obtained. 

Next, the CRC16 arithmetic operation device (D H performs 
the first CRC16 arithmetic operation by using the first part 
(A) of the input data and the initial value of the latch I. The 
latch I latches the first arithmetic operation result obtained 
from a CRC16 arithmetic operation device ® H. After this, the 
second CRC32 arithmetic operation is performed by using the 
second part (B) of the input data and the first CRC16 arithmetic 
operation result (data latched' in the latch I) . 
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The above CRC16 arithmetic operations are repeated up to 
the data part (C), immediately (one clock) before the end part 
(D) of the input data, the CRC32 code bit (d) can finally be 
obtained. 

When the end part (D) of the input data is detected, an output 
selector (MUX) M selects the CRC16 arithmetic operation device 
(D L, and the CRC16 code bit (d) can finally be obtained from 
the CRC16 arithmetic operation device © L. 

The CRC16 arithmetic operation device (D L inputs the end 
part (D) of the input data, the CRC16 ® arithmetic operation 
result (c) obtained from the CRC16 arithmetic operation device 
® H through the latch I, and the CRC32 arithmetic operation 
result (c) obtained from the CRC32 arithmetic operation device 
D through the latch E, in order to expedite timing. 

At this stage, the CRC32 arithmetic operation result is 
obtained by performing the CRC32 arithmetic operation using the 
end part (D) of the input data and the immediately preceding CRC32 
arithmetic operation result. 

Accordingly, with the above configuration of the present 
invention having feature in that the CRC32 arithmetic operation 
is included (incorporated) in the CRC16 arithmetic operation, 
it is possible to perform the CRC16 arithmetic operation, without 
using (waiting for) the CRC32 arithmetic operation result. 

The CRC16 arithmetic operation result can be obtained one 
clock (MIN.) earlier, compared to that in the conventional 
configuration, since it is not necessary to wait for the CRC32 
arithmetic operation result. Only one clock delay occurs even 
on the side of the data path. 

With the circuit configuration of the present invention, 
a time delay being equivalent to one clock occurs between 
inputting of data and outputting of data. This means reduction 
of latency by one clock (MIN.), compared to the conventional 
circuit configuration. 
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[Operational Expression Producing Method] 

The CRC arithmetic operation devices, which are used in 
a conventional example and an embodiment according to the present 
invention, use the following operational expression. 

CRC32 arithmetic operation device D: 

The device D uses the operational expression described 
on pages 6 to 8 of this Document. 

CRC16 arithmetic operation device H: 

The device H utilizes the generating circuit described 
on page 5 and uses a set of output data being output from each 
of the flip-flops when 32 bits of data were shifted. In fact, 
the operational expression described on page 5 is an example 
in a case where 16 bits of data are shifted. 

CRC16 arithmetic operation device L: 

The device L produces newly an operational expression by 
using the following method: 

As described under the section "circuit configuration of 
the Invention", if the CRC16 arithmetic operation is performed 
after the CRC 3 2 arithmetic operation result was obtained, a time 
delay being equivalent to one clock occurs inevitably. 

To solve this problem, it is preferable that the CRC 3 2 
arithmetic operation is simultaneously performed, when the CRC 16 
arithmetic operation is performed, whereby it becomes possible 
to acquire simultaneously the CRC 3 2 and the CRC 16 arithmetic 
operation results, without occurrence of a time delay. 

Therefore, in order to avoid such a time delay, a new 
operational expression is produced and used according to the 
procedures as below: 

® data being of 64 bits in length. 

In the CRC16 arithmetic operation device, the operational 
expression is produced using input data (32 bits), and an 
immediately preceding arithmetic operation result (16 bits) . 

With the conventional method, CRC 16 code bit is acquired 
by adding CRC 3 2 code bit (32 bits) to an end part of the input 
data. 

The CRC16 arithmetic operation device (2) L incorporated 
in the present invention inputs simultaneously the input data 
and CRC32 arithmetic operation result (obtained immediately 
before a final CRC 3 2 arithmetic operation result) . That is, the 
operational expression is produced as 64 bits of the input data. 
At this stage, original input data (D) as lower-order bits and 
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the CRC arithmetic operation result as higher-order bits are 
respectively input . 



63 



3231 



CRC32 arithmetic 
operation result 



Input data 



32bits 



32 bits 



©Operational Expression Production-I 

First, a CRC16 operational expression on input data being 
of 64 bits in length is produced. 

This is the output data from each of the flip-flops making 
up the CRC16 generating circuit described on page 5, when 64 
bits of data is shifted. 



CO 


R2-R4-R5-R8-R9«R11-R12«R13-R14-D1-D2-D3-D4-D6-D7-D10-D11-D13' 
D17-D18-D19-D20-D22-D26-D29-D31-D32-D34-D35-D37-D40-D42-D43- 

D48 • D50 ■ D5 1 • D55 • D59 • D63 


CI 


R2-R3-R4-R6-R8-R10-R11-R15-D0-D4-D5-D7-D9-D11'D12-D13-D16-D20- 

D21-D22-D25-D26-D28-D29-D30-D32-D33-D35-D36'D37-D39-D40-D41- 

D43-D47-D48'D49-D51-D54-D55-D58-D59-D62-D63 


C2 


R0-R3-R4-R5'R7-R9-R11-R12«D3«D4«D6-D8-D10-D11-D12-D15-D19-D20- 

D21-D24-D25-D27-D28-D29-D31-D32-D34-D35-D36-D38-D39-D40-D42- 

D46«D47'D48-D50'D53-D54'D57'D58'D61'D62 


C3 


R1-R2-R6-R9-R10-R11-R14-D1-D4-D5-D6-D9-D13-D14-D17-D22'D23- 

D24«D27-D28'D29-D30-D32-D33-D38-D39-D40-D41-D42-D43-D45-D46- 

D47-D48-D49'D50«D51'D52-D53'D55-D56-D57-D59-D60-D61-D63 
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C4 


R2-R3-R7-R10-R11-R12-R15-D0-D3'D4-D5-D8-D12-D13-D16-D21-D22- 
D23'D26-D27'D28-D29'D31'D32-D37-D38-D39'D40-D41-D42-D44-D45- 
D46-D47-D48-D49-D50-D51-D52-D54-D55-D56-D58-D59-D60-D62 j 


C5 


R0-R3-R4-R8-R11-R12-R13-D02'D03-D4-D7-D11-D12-D15-D20-D21-D22- I 
D25-D26-D27-D28-D30-D31-D36-D37-D38-D39-D40-D41-D43-D44-D45- 
D46-D47-D48-D49'D50'D51'D53'D54-D55-D57-D58-D59-D61 


C6 


R1-R4-R5-R9-R12-R13-R14-D1-D2-D3-D6-D10-D11-D14-D19-D20-D21- 
D24-D25-D26-D27-D29«D30-D35'D36-D37-D38-D39-D40-D42-D43-D44- ] 
D45-D46-D47-D48-D49-D50-D52-D53-D54-D56-D57-D58-D60 


C7 


R2-R5-R6-R10-R13-R14-R15-D0-D1-D2-D5-D09-D10-D13-D18-D19-D20- j 
D23-D24-D25-D26-D28-D29-D34-D35-D36-D37-D38-D39-D41-D42-D43- 
D44-D45-D46-D47-D48*D49-D51-D52-D53-D55-D56-D57'D59 


C8 


R3-R6-R7-RH-R14-R15-D0-D1-D4-08-D9-D12-D17-D18-D19-D22-D23- j 

D24-D25-D27-D28-D33-D34-D35-D36-D37-D38-D40-D41-D42-D43-D44- 

D45-D46'D47-D48'D50-D51'D52*D54-D55'D56-D58 


C9 


R4-R7-R8-R12-R15-D0-D3-D7-D8-D11-D16-D17-D18-D21-D22-D23-D24- 1 
D26-D27-D32-D33-D34-D35-D36-D37-D39-D40-D41-D42-D43-D44-D45- 

D46-D47-D49"D50«D51«D53'D54-D55«D57 


CIO 


R0-R5-R08-R9-R13-D2-D6-D7-D10-D15-D16-D17-D20-D21-D22-D23-D25- 
D26-D31-D32-D33-D34-D35-D36-D38-D39-D40-D41-D42'D43-D44-D45- 

D46-D48-D49-D50-D52-D53'D54-D56 


Cll 


R0-R1-R6-R9-R10-R14-D1'D5'D6-D9-D14-D15-D16-D19«D20-D21-D22- 1 
D24-D25-D30-D31-D32-D33-D34-D35-D37-D38-D39-D40-D41-D42-D43- 

D44-D45-D47'D48«D49'D51'D52'D53-D55 


C12 


R0-R1-R4-R5-R7-R8-R9-R10-R12-R13-R14-R15-D0-D1-D2-D3-D5-D6-D7-, 

D8-D10-DI1-D14-D15-D17-D21-D22-D23-D24-D26-D30-D33-D35-D36- 

D38'D39«D41-D44-D46*D47-D52-D54-D55-D59-D63 


C13 


R1.R2.R5-R6-R8-R9-R10-R11-R13-R14-R15-D0-D1-D2-D4-D5-D6-D7-D9- I 
D10-D13-D14-D16-D20-D21-D22-D23-D25-D29-D32-D34-D35-D37-D38- 

D40-D43«D45-D46-D51-D53'D54-D58'D62 


C14 


R0.R2.R3-R6.R7-R9-R10-R11-R12-R14-R15-D0-D1-D3-D4-D5-D6-D8-D9- 

^-..^ tm« t\«p t\io TkOA.r»oi .r»oo.T^ , )ii.r»9ft«'n^1 •D33•D34•D36•D37*D39• 1 
D12*D13 , D15"D19*D20*D21*JJ^^ '\j&<\. 'Uao 'mjoi uoo xjv* i 

D42-D44'D45-D50-D52*D53-D57-D61 


C15 


R1-R3'R4-R7-R8-R10-R11-R12-R13-R15-D0-D2-D3-D4-D5-D7-D8-D11- 
D12-D14-D18-D19-D20-D21-D23-D27-D30-D32-D33-D35-D36-D38-D41' 

D43'D44-D49-D51-D52-D56'D60 1 



(3). Replacement of data 

Operational expressions described on pages 8-9 are substituted 
into operational expressions obtained in «(D", since D63-D?l 
are the CRC32 arithmetic operation results, as clear from "CD". 
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Substituting 

R 5 .R8-R9-R11-R15-R23-R24-R25-R27-R28-R29-R30-R31- 

D0-D1-D2-D3-D4-D6-D7-D8-D16-D20-D22-D23-D26 

R1.R4.R5-R7-R11-R19-R20-R21-R23-R24-R25-R26-R27-R29- 

D2-D4-D5-D6-D7-D8-D10-DU-D12-D20-D24-D26-D27-D30 

R0-R1-R6-R9-R13-R].5'R16-R17-R19-R20-R26'R27-R29-R31- 

D0-D2-D4-D5-Dll-bl2-D14-D15-D16-D18-D22-D25-D30-D31 

R3-R7'R8-R11-R15-R16-R20-R22-R24-R25-R27-R29- 

D2-D4-D6-D7-D9-D11-D15-D16-D20-D23-D24-D28 

R2-R6-R7-R10-R14-R15-R19-R21-R23-R24-R26-R28-R31- 

D0-D3-D5-D7-D8-D10-D12-D16-D17-D21-D24'D25-D29 

RO.R4-R5-R8-R12-R13-R17-R19-R21-R22-R24-R26-R29-R30- 

D1-D2.D5-D7-D9-D10-D12-D14-D18-D19-D23-D26-D27-D31 

R0.Rl.R3-R4.R9.R12.R14-R15.R16.R17.R20.R24-R25-R2CvR27.R28.^ 

D0.D3-D4-D5-D6-D7-D11.D14.D15.D16.D17-D19.D22.D27.D28.D30.D31 

R0-R2.R3-R5-R9-R13-R14-R16-R19-R26-R28-R29-R31- 
D0-D2-D3-D5.D12-D15-D17^D18-D22-D26-D28-D29-D31 

R0-R1'R3-R4-R8-R10-R11-R17-R22-R28-R31- 

D0-D3-D8-D9-D14-D19-D20-D21-D23-D27-D28-D30-D31 

R0-R1-R3-R4.R5-R6.R7-R10-R13-R19-R20-R21-R24-R28.R29- 

D2-D3.D7.D10.D11.D12.D18.D21.D24.D25.D26.D27-D28-D30.D31 

R1.R2-R3-R7-R8-R9-R10-R14-R15-R17-R18-R19-R25.R27.R31- 

D0-D4.D6.D12.D13.D14.D16.D17-D21.D22.D23.D24.D28.D29-D30 

R0-R2-R6-R7-R8-R9-R13-R14-R16-R17-R18-R24.R26-R30-R31- - 

D0.D1.D5-D7.D13.D14.D15.D17.D18-D22.D23.D24.D25.D29-D30.D31 

R0-R6-R9'R10-R12-R16-R24-R25'R26-R28-R29-R30-R31- 
D0-D1-D2-D3-D5-D6-D7-D15-D19-D21-D22-D25-D31 

Deleting same terms 

C0= Z2-Z4«Z5-Z8'Z9-Z11-Z12«Z13-Z14- 

R1.R4-R5-R6-R9-R10-R13-R14-R19-R20-R22-R24-R28-R31- 
D0.D1.D2.D4-D6.D9.D10.D12.D13.D19-D20.D21.D25.D27-D29-D30.D31 



It is possible to obtain simultaneously final CRC32 and CRC16 
arithmetic operation results, by performing the above processing 
on all the operational expressions. 
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Three CRC16 arithmetic operation devices are incorporated 
in a circuit of a second embodiment of the present invention. 
A data format, a circuit configuration, operation timing and 
operational expressions in the second embodiment will be 
described below. 



[Data Format] 

To begin with, a data format in a case where three CRC16 
arithmetic operation devices are required will be explained. 

Please note that, even if another arithmetic operation 
(CRC32 arithmetic operation device) being different from the 
CRC16 arithmetic operation is used, new operational expressions 
can be produced using a same circuit configuration in accordance 
with an algorithm described below. 



Header 



Data 



CRC16CD CRC 1 6(2} CRC16® 



CRC16 



CRC1G 



CRC16 



Example: 4-byte (32-bit) transmission 
Ibyte 



#1 


dataO 


datal 


data2 


data3 


#2 


data4 


data5 


data6 


data7 


#3 


dataS 


data9 


datal 0 


datal 1 



#n-2 


data n-4 


data n-3 


data n-2 


data n-1 


#n-1 


data n 


CRC16® 


CRC 16® 


CRC16® 


#n 


CRC 16® 


CRC16@ 


CRC 16® 





In processing of a CRC 16 ® arithmetic operation, a CRC 16 
® arithmetic operation result is treated as data, and as a result, 
error detection on data including a CRC1 6 ® arithmetic operation 
result is performed. In addition, in processing of a CRC16 (3) 
arithmetic operation, the CRC 16 ® and CRC16 © arithmetic 
operation results are treated as data, and as a result, error 
detection on data including the CRC 16 (2) arithmetic operation 
result is performed. 
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[Circuit Configuration according to the Conventional Method] 



B: Latch C: Latch 
A: Data input Zj ^ 

V 32 | t — 1 I t 

n±j-7*r f/f \4 k/f 



D: Latch 



F/F 



G:16-bitCRC® H: Latch 



I : Latch 



M: Latch N: Latch 



P/K 



F/F 





CRC16 


16 


F/F 


device 





K:16-bitCRC© L: Latch 




O: Selector 



MUX 



Q:16-bitCRC(3) R: Latch 



P:Selector 



MUX 



CRC16 
device 



16 




F/F 



E: Selector 



— MUX 



32 



F:Data output 



A: Data inputting section 

B, C, D: Latch (32-bit flip-flop) 

for adjusting operation timing in data path 
E: Output selector 
F: Data outputting section 
G: CRC16 arithmetic operation device G> 
H: Latch (16-bit flip-flop) 

for latching CRC16 ® arithmetic operation result 
I: Latch (32-bit flip-flop) for adjusting operation 

timing of CRC16 ® arithmetic operation device 
J, O: Selector circuit for selecting either of latched 

input data and CRC16 ® arithmetic operation result 
K: CRC16 arithmetic operation device (2) 

(for reducing latency) 
L: Latch (16-bit flip-flop) 

for latching CRC16 (D arithmetic operation result 
M, N: Latch (32-bit flip-flop) for adjusting operation 

timing of CRC16 (2) arithmetic operation device 
P : Selector circuit for selecting either of output from 

selector circuit O and CRC16 (2) arithmetic operation 

result 

Q: CRC16 arithmetic operation device ® 
R: Latch (16-bit flip-flop) 

for latching CRC16 (3) arithmetic operation result 
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A: Data input ZX^Jj^JuMJT© 



dataO 



data! 



data2 



data3 



data4 



.dataS 



dataS 



data7 



daUS 



data9 



data 10 



datal 1 



data! 2 



G : CRC1 6©output ZJ^J^MXMJlWJ 



H:FF output 




Arithmetic 
^^operation 



result (CRC16® ) 



B,I,M:FF output J j r ^T ^T^T WT 

Selector 



1byU-£ dataO ' [ data4 



datal 



daU5 



data 7 data 11 



data8 data 12 



daU9 



datad data 10 caciGO> 



K:CRC16 ® output I]CD[SX®T®Z®3 



L:FF output U i r®x ^Tg 




Arithmetic 
operation 
result (CRC 16(2) ) 



cQ 



C,N:FF output 
P:Selector output j|" 



R:FF output J^ZniIIZIMlMX®ZM 



Arithmetic 
operation 
result 
(CRC16©) 




1byu{ 



dataO 
datal 
data2 
daU3 



data4 
dataS 
datae 
data7 



datag 
datag 
data 10 
datal 1 



datal 2 

CDCI6(D 
CROitKD 



rcuit Configuration according to Second Embodiment] 



A: Data input 

^2 



F: Data output 




r 16-bitCRC®' 



A: Data inputting section 
D: Latch (32-bit flip-flop) 

for adjusting operation timing in data path 
E: Output selector 
F: Data outputting section 
G: CRC16 arithmetic operation device (D 
H: Latch (16-bit flip-flop) 

for latching CRC16 ® arithmetic operation result 
K: CRC16 arithmetic operation device (D 
L: Latch (16-bit flip-flop) 

for latching CRC16 (2) arithmetic operation result 
Q: CRC16 arithmetic operation device (3) 
R: Latch (16-bit flip-flop) 

for latching CRC16 ® arithmetic operation result 
S: CRC16 arithmetic operation device ®' 

(for reducing latency) 
T: Output selector for selecting either of CRC16 

arithmetic operation devices (D, ©' 
U: CRC16 arithmetic operation device (3)' 

(for reducing latency) 
V: Output selector for selecting either of CRC16 

arithmetic operation devices ®/ ©' 
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A: Data input 



1byte{ 



K © i ® fWTWT 



dataO 



datal 



data2 



data3 



data4 



dataS 



data6 



data7 



data8 



data9 



datal 0 



datal 1 



data 12 



G:CRC16®output 
H:FF output 



k @ i ® rwr m 



Arithmetic 
operation 



result (CRC16®) 



K : CRC1 6©output ~] [ @ f~(b) |( Q \ \ 
SrCRCl 6©' output ~ \ f \ \ (§) f 

— output HI — f® T¥1CT r ,CRC16@> 



Arithmetic 
operation 



Q:CRC16®output ~| [ © ("© 1 © 1( f 
U : CRC1 6® ' output ~) ( \ \ Hi © f 



R:FF output ~] ( \ (a) \ ® j © 



Arithmetic 
operation 
: result (CRC16®) 



FtData output 



I ) 


® 1 


® ) 


© ) 




1byte{ 


daUO 


data4 


data8 


datal 2 






datal 


data5 


data9 






data2 


data6 


datal 0 






data3 


data7 


datal 1 







Let it be assumed that data as shown in the above timing 
chart is input from the data inputting section A (same as the 
conventional example) . 

The first CRC16 ® arithmetic operation is performed by 
using the first part(^)of the input data and the initial value 
of the latch H . The latch H latches the first arithmetic operation 
result obtained from the CRC16 ® arithmetic operation device 
G. After this, the second CRC16 ® arithmetic operation is 
performed by using the second part^p^of the input data and the 
first CRC16 CD arithmetic operation result (data latched in the 
latch H) . By repeating the above CRC16 ® arithmetic operations, 
the CRC16 (D code bit (c£)can finally be obtained. 

Next, in a same manner as described above, the CRC16 
arithmetic operation device (D K also performs the first CRC16 
(2) arithmetic operation by using the first part (^of the input 
data and the initial value of the latch L. 

The latch L latches the first arithmetic operation result 
obtained from a CRC16 arithmetic operation device (D K. The above 



CRC16 (2) arithmetic operations are repeated up to the data part 
(C) immediately (one clock) before the end part (0) of the input 
data, the CRC32 code bit • can finally be obtained. When the 
end part (^)of the input data is detected, an output selector (MUX) 
T selects the CRC16 arithmetic operation device (2)' S, and the 
CRC16 (2) code bit (3) can finally be obtained from the CRC16 
arithmetic operation device (D' S. The CRC16 arithmetic operation 
device (2)' s inputs the end part (^)of the input data, the CRC16 
(D arithmetic operation result (£) obtained from the CRC16 
arithmetic operation device (2) k through the latch L, and the 
CRC16 ® arithmetic operation result (c) obtained from the CRC16 
® arithmetic operation device D through the latch H, in order 
to expedite timing. 

At this stage, the CRC16 ® arithmetic operation result 
is obtained by performing the CRC1 6 ® arithmetic operation using 
the end part- of the input data and the immediately preceding 
CRC16 ® arithmetic operation result. 

Accordingly, with the above configuration of the second 
invention having feature in that the CRC16 ® arithmetic 
operation is included (incorporated) in the CRC16 (D arithmetic 
operation, it is possible to perform the CRC16 (2) arithmetic 
operation, without using (waiting for) the CRC16 ® arithmetic 
operation result. 

The CRC16 (2) arithmetic operation result can be obtained 
one clock (MIN.) earlier, compared to that in the conventional 
configuration, since it is not necessary to wait for the CRC16 
® arithmetic operation result. Only one clock delay occurs even 
on the side of the data path. 

In addition, with configuration of the second embodiment, 
in a stage of the third arithmetic operation performed by the 
CRC16 arithmetic operation device (3)' , since the CRC16 ® and 
CRC16 (2) arithmetic operations are included (incorporated) in 
the CRC16 (3)' arithmetic operation, it is possible to perform 
the CRC16 (2) arithmetic operation, without using (waiting for) 
the CRC16 ® and CRC16 (2) arithmetic operation results. 

With the circuit configuration of the second embosiment, 
a time delay being equivalent to one clock occurs between 
inputting of data and outputting of data. This means reduction 
of latency by two clocks (MIN.), compared to the conventional 
circuit configuration. 



[operational expression producing method] 

The CRC arithmetic operation devices, which are used in 
a conventional example and an embodiment according to the present 
invention, use the following operational expression. 

CRC16 arithmetic operation device G, K, Q: 

The device G, K, Q utilize the generating circuit described 
on page 5 of the previous Document and use a set of output data 
being output from each of the flip-flops when 32 bits of data 
were shifted. 

CRC16 arithmetic operation device S: 

The device S uses the operational expression described 
on page 11 of this Document obtained in accordance with the 
operational expression producing method described in the 
previous Document . 

CRC16 arithmetic operation device U: 

The device U produces newly an operational expression by 
using the following method: 

If the CRC 16 (2) arithmetic operation is performed after 
theCRC16® andCRC16@ arithmetic operation results arithmetic 
operation result was obtained, a time delay being equivalent 
to two clocks occurs inevitably. 

To solve this problem, it is preferable that the CRC 16 
® arithmetic operation is simultaneously performed, when the 
CRC16 (2) arithmetic operation is performed, and the CRC 16 ® and 
CRC16(2) arithmetic operation is simultaneously performed, when 
the CRC 16 ® arithmetic operation is performed, whereby it 
becomes possible to acquire simultaneously the CRC 16 ®, CRC 16 
(2) and CRC 16 (3) arithmetic operation results, without using 
(waiting for) the CRC 16 ® and CRC16 (2) arithmetic operation 
results . 

Therefore, in order to avoid such a time delay, a new 
operational expression is produced and used according to the 
procedures as below: 



® Operational Expression Production 



CRC16 arithmetic operation device ® G; ® K; ® Q; 

The device G, K, Q utilize the generating circuit described 
in the previous Document, and a set of output data being output 
from each of the flip-flops, when 32 bits of data were shifted, 
are as follows: 





operational expression ( - • ExculsiveOR) 


C15 


X03 • X() 1 • XOG ■ X09 • X 1 1 • X 1 2 • X14 - XI 5 • / 

DOO-D01-D03-D04-D06-D09-D11-D12-D17-D19-D20-D24-D28 ^ % 


C14 


X02-X03-X05-X08-XJ0-Xll-Xi;)-Xl1- 

D01-D02-D04-D05-D07-D10-D12-D13-D18-D20-D21-D25-D29 


C13 


X0I-X02-X04-X07-X09-X10-X12-X13-X15- 

DOO-D02-D03-D05-D06-D08-D11-D13-D14-D19-D21-D22-D26-D30 


C12 


XOO-XOl -X03-X06-X08-X09-X11 -X12-X14- 

D01 'D03-D04-D06-D07-D09'D12-D14-D15-D20*D22*D23'D27-D31 


CI1 


X00-X02-X03'X04-X05-X06-X07-X08-X09-X10-X12-Xt3-X14-X15- 

DOO-D01-D02-D03-D05-D06-D07-D08-D09-D10-D11 -D12-D13-D15- D1 6-01 7-D19-D20-D21 • 
D23 


CIO 


X01 -X02-X03-X04-X05-X06-X07-X08-X09-X11-X12-X13-X14-X15- 

O00-D01-D02-D03-D04-D06-D07-D08-D09-O10-D1 1 -D12-D13-D14-D16-D17-D1 8-D20-D21 • 
D22-D24 


C09 


X00-X01 •X02-X03*X04-X05*X06-X07*X08-X10-X11 • XI 2-X1 3-X14- X15- 

D00*D01 *D02-D03'D04-D05-D07-D08-D09-D10-D11-D12-D13«D14-D15-D17*D18-D19-D21- 
D22-D23-D25 


G08 


X00-X01 •X02-X03-X04*X05'X06*X07"X09-X10-Xi1 -X12-X13-X14- 

D01 •D02-D03"D04-D05-D06-D08-D09-D10-D11-D12*D13-D14*D15'D16-D18»D19-D20-D22- 
D23-D24-D26 


C07 


X00-X01 *X02*X03-X04"X05'XO6*XO8-XO9-X1O-X1 1 •XIP-XI'*- 

D02-D03-D04-D05-D06-D07-D09*D10-D11-D12*D13-D14-D15-D16-D17-D19-D20-D21-D23- 
D24-D25-D27 


C06 


X00 • X0 1 • X02 • X03 ■ X04 • X05 • X07 • X08 • X09 • X 1 0 - X 1 1 - X 1 2 • 

D03-D04-D05-D06-D07-D08-D10-D11 -D12-D13-D14-D15-D16-D17-D18-D20-D21 -D22-D24- 
D25-D26-D28 j 




X00-X01-XO2-X03-X04-XO6-X07-X08-X09-X10-X11 • 

D04-D05-D06-D07-D08-D09-D1 1-D12-D13 , D14»D15-D16-D17*D18-D19-D21 • D22 • D23* D25- 
D26-D27-D29 


C04 


X00-X01 -X02-X03-X05-X06-X07-X08-X09-X10-X15- 

D00-D05-D06-D07-D08-D09-D10-D12-D13-D14-D15*D16'D17-D18'D19»D20-D22-D23-D24- 
D26-D27-D28-D30 


C03 

t 


X0O-X01 -X02-X04-X05-XG6-X07-X08-X09-X14-X15- 

D0O-D01 •D06-D07-D08-D09-D10-D11 -D13-D14-D15-D16*D17-D18-D19-D20-D21 -D23-D24- 
D25-D27-D28-D29-D31 


C02 


X00-X01-X05-X07-X08-X09-X11-X12-X13-X15- 

DOO'D02-D03-D04-D06'D07-D08-D10*D14*D15'D16'D18-D21-D22-D25'D26-D29-D30 


C01 


X0O-X04-X06-X07-X08-X1O-X11 -X12-X14-X15- 

D0O-D01 -D03-D04-D05-D07-D08-D09-D11 • D15- D1 6- D1 7- 01 9 -D22- D23-D26- D27 • D30-D31 


COO 


X04-X05-X07-X10-X12-X13-X15- 

D00-D02-D03-D05-D08*D10'D11 •D16-D18-D19-D23-D27-D31 



"X" denotes an initial value of latch (flip-flop) H. 
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(2) RC16 arithmetic operation device (D' S: 
Operational Expression Production 

The device S uses .the operational expression described 
in this Document obtained in accordance with the operational 
expression producing method described in the previous Document . 



a. Data being of 48 bits in length. 

In the CRC16 arithmetic operation device (2)' S, the 
operational expression is produced using input data (32 bits) 
and an immediately preceding arithmetic operation result (16 
bits) . 

With the conventional method, CRC16 code bit is acquired 
by adding the CRC16 code bit (result obtained from CRC16 
arithmetic operation device (J): 16 bits) to an end part of the 
input data. 

The CRC16 arithmetic operation device ©' S incorporated 
in the present invention inputs simultaneously the input data, 
andCRC16® arithmetic operation result (obtained one operation 
before a final CRC16 arithmetic operation result) . That is, the 
operational expression is produced as 48 bits of the input data. 
At this stage, original input data • as lower-order bits and 
the CRC arithmetic operation result as higher-order bits (see 
below) are respectively input. 



47 



3231 



CRCi6C£>i8S:$S!g 



— v — 

16tf<vh 



32e*yh 



b. Operational Expression Production-I 

First, a CRC16 operational expression on input data being of 48 
bits in length is produced. This is the output data from each of 
the flip-flops making up the CRC16 generating circuit described (9^ f 
in the previous document, when 48 bits of data is shifted. 





operational expressions. (• :Excul$iveOR) 


C15 


201 -Z04-Z08-Z10-Z11 •Z12»Z13-: 

DO2-DO3*D04-D05-D07*D11-D14-D16*D17^D19-D20-D22-D25-D27-D28-D33-D35-D36-D40* 
D44 




Z00-Z03-Z07-Z00-Z10-Z11-Z12- 

no^-D04-D05-D06-D08*D12-Dl5-Dl7*D18*D20-D21 •D23"D26-D28 # D29'D34-D3G- 
D37-D41-D45 


C13 


Z02-Z06-208-Z09-Z10-Z11-Z15- 

DOO • D04 • UOo ■ UOo ■ UU / • UU9 *Dio*Ulo°Ulo*Ui9" \JL 1 • \Jcc * UZ*\ • \jc 1 • UZy • U JU UoO • Uo / " U Jo * 
D42-D46 


CI z 


Z01 -Z05-Z07-Z08-Z09-Z10-Z14- 

nm . har * nn£ • nm > nnfl • niA«nii4«ni7«nio» non • n99 • • no*5 • ri9ft ■ niA • n**i «nif\«n*ift»n*}Q« 
D43-D47 


p 1 1 


Z00-ZO1-Z06-Z07-ZO9-Z1O-Z11 -Z12-Z15- 

nnn-nrt^- nO4»nn*5«n0fi« nOA« DD9-ni4-D1 5- D1 6-D17-D18*D19 a D21 • D22- D23-D24-D25- D26 • 
D27 • D28 • D29 • D31 • D32 • D33 * D35 • D36 • D37 • D39 




ZOO-Z05-Z06-Z08-Z09-Z10-Z11-Z14-Z15- 

D00-D01 •O04-D05-D06-D07*D09 - O10*D15-D16-D17-D18-O19-D20-D22-D23-O24-D25-D26- 
D27 • D28 • D29 * D30 • D32 • 033 • D34 • D37 • D36 - D38 • D40 




ZO4-Z05-Z07-Z08-Z09-Z10-Z13-Z14-Z15- 

nnn.nm • nn9»nos*nnfi«no7»nnA.nio-rM 1 ■ Difi-D17 , D18 # D19-D20-D21 •D23'D24-D25*D26- 
D27 • D28 • D29 • D30 • D3 1 • D33 • D34 • D35 • D37 • 038 • D39 • D41 


O AO 


Z03-Z04-Z06-Z07-Z08-Z09-Z12-Z13-Z14- 

r\ni - nno . nno . r\n& • nm« nAO . r*AQ - nil «ni9«ni7»niA«niQ« n9H» n9 1 • no 9 • n9d • n9 c i • H9fi • D27 • 
028 ■ D29 • D30 • D31 • D32 • D34 • D35 • D36 • 038 • 039 • D40 • D42 


ou / 


Z02-Z03-Z05-Z06-Z07-Z08-Z11 -Z12-Z13- 

nno •no.'*, nni • ha 7 . nnft* nno •mn»ni?.ni'?.nifl«D1 9 •D20» D21 »D22» D23* D25 • 026 • 027 ■ D28* 
029 • D30- D3 1 • D32 • 033 • D35 • 036 • D37 • D39 • 040 • D41 ■ D43 


C06 


Z01-Z02-Z04-Z05-Z06-Z07-Z10-Z11-Z12- 

D03-D04'D05-O08*D09*D10*O1 1 •D13-D14-D19-D20-D21 • D22-D23-D24* D26-D27 *D28" 029 • 
030 • D3 1 • 032 • D33 • D34 • D36 ■ 037 • D38 • D40 ■ 04 1 • D42 • 044 




ZOO-Z01-Z03-Z04-Z05-Z06»Z09-Z10-Z11 ■ 

D04 • D05 -006-009* 01 0'D1 1 *D12-D14' D15-D20-D21 •D22»D23-024-D25-D27-D28-D29* D30" 
D3 1 • D32 • 033 • D34 • D35 • D37 • D38 • D39 ■ D41 • D42 • D43 • 045 


LrU** 


Z00-Z02-Z03-Z04-Z05-Z08-Z09*Z10-Z15-O00-O05-D06-O07-O10-D11 •D12-D13-D15'D16- 
noi •n99. n?'*. no a. no r . n?fi • r>9A-n?Q* n^0-D31 «D32 »D33- D34-D35-D36- D38- D39- D40- D42- 
D43'D44-D46 




Z01-Z02-Z03-Z04-Z07-Z08-Z09-Z14- 

nni -nOfi-n07»noa-D1 1 •D12»D13-D14-D16-D17*D22-D23-D24'D25-D26 , D27 , D29-D30*D31 • 
D32-D33-D34-D35-D36-D37-O39-O40-D41 • 043- D44-D45- 047 


C02 


Z00-Z02-Z03-Z04-Z06-Z07-Z10-Z11 -Z12- 

D03-D04-D05-D08-D09-D11 •D12-O13-D15-D16-D18-D19-D20-D22-O23-O24-D26-D30- D31 • 
D32-D34-D37-038-D41-D42-D45-D46- 


C01 


Z01 -Z02-Z03-Z05-ZO6-Z09-Z10-Z1 1-Z15- 

O00-D04-D05-D06'D09-D10-D12*D13-Dt4-D16-D17-D19-D20-D21 ■ D23- D24-D25 • 027 • D31 • 
D32-D33-D35-D38-D39-D42-D43-D46-D47 


COO 


ZOO-Z02-Z05-Z09-Z11-Z12-Z13-Z14- 

D01 •D02-D03-D04-D06- D10- 01 3-D15-D1 6-018- D19-D21 •D24-D26-D27-D32-D34 -D35- D39* 
D43-D47 



"Z" denotes an initial value of latch (flip-flop) 



c. Replacement of data Vb%£ 

Operational expressions described earlier are substituted into 
operational expressions obtained in M b", since D47-D31 are the CRC16 
© arithmetic operation results, as clear from "a". 
Replacement example in the least significant bit (CO) 
C0= Z00-Z02-Z05-Z09-Z11-Z12-2I3-214* 

D01 •D02'D03-D04'D06'D10-D13'D15'D16'D18'D19«D21'D24«D26'D27-D32'D34« 
D35-D39-D43-D47 



P7 

D47 <= 
D43 <= 



D39 <= 



D35 <= 



D34 <= 



D32 <= 



C15= X03-X01-X0G-X09-X11-X12-X14'X15- 

D00-D01'D03'D04-D06'D09«D11'D12-D17"D19-D20-D24-D28 

Cll= X00-X02-X03-X04-X05-X06-X07-X08-X09-X10-X12-X13-X14-X15- 

D00-D01 -D02-D03'D05*D06'D07-D08-D09'D10-D11 *D12-D13'D15'D16- 

D17-D19-D20-D21-D23 

C07= X0O'X01-X02'XO3-XO4-X05-X06-XO8-X09-X1O-X11-X12-X13- 
D02'D03-D04'D05-D06-D07-D09'D10«DI1-D12-D13-D14-D15'D16«D17« 
D19-D20-D21 -D23-D24-D25-D27 

C03= XOO-X01-X02-X04-X05-X06-X07-X08-X09-X14-X15- 

D00-D01-D06-D07«DO8-D09«D1O«D11«D13-D14-D15-D16-D17«D18-D19- 

D20-D21-D23-D24'D25-D27«D28-D29'D31 

C02= XOO-X01-X05-X07'X08-X09-X11-X12-X13-X15- 

D00-D02'D03'D04*D06-D07'D08-D10-D14-Dl5-D16'D18*D21«D22-D25« 

D26-D29-D30 

C00= X04 i X05-X07-X10-X12-X13-X15- 
DOO«D02«D03-D05«D08'D10«D11-D16'D18'D19'D23«D27-D31 



Substituting 

C0= Z00-Z02-Z05-Z09-Z1 1 'Z12'Z13'Z14- 

D01 •D02-D03-D04-D06«D10«D13-D15-DI6-D18-D19-D21-D24'D26*D27- 
X03-X01-X06-X09-X11-X12-X14-X15- 

D00-D01-D03-D04'D06-D09-D11«D12'D17«D19«D20-D24-D28- 
X00-XO2-XO3-X04-X05-X06-X07-XO8-X09-X10-X12-X13-X14-X15- 
D00-D01-DO2-D03-DO5-D06-DO7-DO8-DO9-D1O-D11-D12-D13-D15-D16-D17- 
D19-D20-D21«D23- 

XOO-X01-X02-X04-X05-X06-X07-X08-X09-X14-X15- 

D00-D01-D06'D07'D08'D09'D10-D11'D13'D14'D15«D16'D17'D18'D19- 
D20 • D2 1 • D23 • D24 • D25 • D27 • D28 ■ D29 • D3 1 • 
X00-X01 -X05-X07-X08-X09-X11-X12-X13-X15- 

DOO'D02'D03-D04«D06-D07-D08-DIO-D14-D15-D16-D18-D21-D22-D25- 
D26-D29-D30- 

X04-X05-X07-X10-X12-X13-X15- 

D00-D02-D03-D05-D08-D10-D11'D16-D18-D19-D23-D27-D31 



Deleting same terms 

C0= Z00-Z02-Z05-Z09-ZJ 1 •ZJ2"Z13«Z14- 

X01-X02-X03-X04-X05-X09-X10-X11-X12-X14-X15' 
D00-D02'D05-D11'D12«D14-D15'D21'D22'D25-D30 
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d. Operational expressions 

It is possible to obtain CRC16 arithmetic operation device <D' by 
performing the above processing on all the operational expressions. 





Operational expressions ] 


C'15 


Z01-Z04-Z08-Z10-Z11-Z12-Z13- / 9 ps 

AUU AUl AUO AUt AUO AUU AIU Al 1 Ait. AIU J\ 1 u 

D00-D07-D09'D10-D12-D13-O14-D15-D16-D18-D19-D20-D21-ip22-D23-D24-D26-D27-D28- 
D29-D31 ''h 


C14 


ZOO • Z03 * Z07 • Z09 • Z 10 • *L 1 1 • Z 12 • 

X01 • X03 ■ X04 - X05 - X06- X07 - XI 1 - X12 • X13 * X14 • 

D01-D02-D05-D06-D09-D10'D11-D14*D15-D16-D18-D21-D22-D24-D26-D26-D29- 
D30 


C13 


Z02-Z06-Z08-Z09-Z10-Z11-Z15- 

X00-X02-X06-X08-X10-X14- 

DOO^DO! •D04-D06-D15'D16-D19*D27*D30'D31 


C12 


Z01 -Z05-Z07-Z08-Z09-Z10-Z14- 
XO1-X03-X07-XO9-X11-X15- 

nnn»nm • no4»no5»D07»Dl0-Dl2*D19*D21 • D22- D25*D31 


C11 


Z00-Z0I-Z06*Z07-Z09-Z10*Z11-Z12-Z15- 
X00'X03*X04-X06-X07*X08-X10*X11-X12- 

D00-DO6-O07-D11 •D12-D14-Dt6«D18-D19'D20»D23-D27-D28-D29 


CIO 


Z00-Z05-Z06-Z08-Z09-ZI0-Z11 -Z14-Z15- 
X01-X04-X05-X07-XO8-XO9-X11-X12-X13- 

D00-D01 -D02-D03-D05-D08-D09-D11-D14-D15-D1 7*01 8*021 •D22'D26'D27*D28-D29 


C09 


Z04-Z05-Z07-Z08-Z09-Z10-Z13-Z14-Z15- 
X0O-X02-X05-X06-XO8-X09-X1O-X12-X13-X14- 

nnn.nm.nnft-nnQ.ni 1 •ni^-ni5-D16-D17«D21 •D22*D25*D26*D27'D28 # D30 , D31 


C08 


Z03-Z04-Z06-Z07-ZO8-Z09-Z12-Z13-Z14- 
X01-X03-X06-X07-XO9-X10-X11-X13-X14-X15- 

nnn«nni»nn4« nn«> • nrn-ni 1 •D14*D20-D23*D24 # D25*D26 , D27-D29*D30*D31 * 


C07 


Z02-Z03-Z05-Z06'207-Z08-Z11 -Z12-Z13- 
X02-X05-X08-X11-X13-X14- 

nm ,nrti. nnA* nOQ .ni 9»ni7«nift*D25»D26* D27»D28 - D29 • D30 


C06 


Z01 -Z02-Z04-Z05-Z06-Z07-Z10-Z11-Z12- 
X03-X04-X05-X06-X07-X09-X10-X13-X14- 

nm • nno • nni. nna • nnft»ni9« ni4« D1 9 ■ D24* D26* D28* D29 


C05 


Z0O-ZO1 -Z03-Z04-Z05-Z06-Z09-Z10-Z11 • 
X06-X08-X11 -X12-X13-X14- 

D01 'DO2-D03*DO5-D06*D07*D10*D11 -D12-D14- D15-D16-D18-D24-D25-D26- D28 


C04 


Z0O-ZO2-Z03-ZO4-Z05-Z08*Z09«ZIO-Z15- 
X0O-XO7-X09-X12-X13-X14-X15- 

nm -no?-D03-D05-D07*D08*D10-D11 •D12-D13'D16*D17-D19»D20-D23-D24-D31 


C03 


Z0 1 • Z02 - Z03 • Z04 • Z07 ■ Z08 • Z09 - Z 1 4 • 
X01-X08-X10-X13-X14-X15- 

D00-D02-D05-D0B-D08-D11-D12'D13-D17-D18-D19-D20-D21-D22-D23-D26-D28'D30-D31 


C02 


Z00-Z02'Z03'ZO4»Z06 fc Z07-ZiO'Zl 1 "Zl I* 
X03-X06-X07-X09-X14-X15- 

O00-D01-D03-D04-D05-D06-D11-D13-D15-D19-D21-O22-D24-D25-D26-D28-D29-D30 


C01 


Z01 -Z02-Z03-Z05-Z06-Z09-Z10-Z11 -Z15- 
X00-X05-X08-X12*X13- 

D00-D02-D03-D04-D05-D06-D07-D09-D12-D13-D14-D15-D18-D19-D21-D22-D25-D27-D28- 

D30, : 


COO 


Z00-Z02-Z05-Z09-Z1 1 -Z1 2 -Z1 3 • Z1 4 - 
X01-X02-X03-X04-X05-X09-X10-X11-X12-X14-X15- 
D00-D02-D05-D11 -D12-D14-D15-D21 • D22 -D25-D30 



"X" denotes an initial value of latch (flip-flop) H. 
"Z" denotes an initial value of latch (flip-flop) L. 
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(3) CRC16 arithmetic operation device ®' U: 
Operational Expression Production 

a. Data being of 64 bits in length. 

In the CRC16 arithmetic operation device (3)' S, the 
operational expression' is produced using input data (32 bits) 
and an immediately preceding arithmetic opieration result (16 
bits) . 

With the conventional method, CRC16 code bit is acquired 
by adding the CRC16 code bit (result obtained from CRC 16 
arithmetic operation device (2): 16 bits) to an end part of the 
input data. 

The CRC16 arithmetic operation device (3)' S incorporated 
in the present invention inputs simultaneously the input data, 
CRC16 ® arithmetic operation result (obtained two operations 
before a final CRC16 arithmetic operation result) , and CRC16 
®' arithmetic operation result (obtained one operation before 
a final CRC16 arithmetic operation result) . That is, the 
operational expression is produced as 64 bits of the input data. 
At this stage, original input data (D) as lower-order bits and 
the CRC arithmetic operation result as higher-order bits (see 
below) are respectively input. 



63 



4847 



3231 



CRC 16 © arithmetic 
operation resu lt 



CRC 16 (D arithmetic 
operation result . 



Input* data 



— v — 

16bits 



— v — 

16bits 



32bits 



1'4 



b. Operational Expression Production-I 

First, a CRC16 operational expression on input data being of 
64 bits in length is produced. This is the output data from each of 
the flip-flops making up the CRC16 generating circuit described^in 
the previous document, when 64 bits of data is shifted. ivvp 





Operational expressions 


C15 


; =—£ : ~ : : , 

R01 •R03-R04-R07-R08-R10-kl1-R12-R13-R15-DOO-D02-D03-D04-D05-D07-D08-D1 1 -D12- 
D14-D18-D19-D20-D21 -D23-D27-D30-D32-D33-D35-D36-D38-D41 -D43-D44-D49-D51 -D52- 
D56-D60 


C14 


ROO-R02-R03-R06-R07-R09-R10-R11-R12-R14-R15-DOO-D01-D03-D04-D05-D06- 

D08-D09-D12-D13-D15-D19-D20-D21-D22-D24-D28-D31-D33-D34-D36-D37-D39- 

D42-D44-D45-D50-D52-D53-D57-D61 


C13 


R01 -R02-R05-R06-R08-R09-R10-R11 -R13-R14-R15-D0O-D01 -002- D04-D05- D06-D07- D09- 

D10-D13- D1 4-01 6-D20-D21-D22- 023- 025- D29-D32 -034- D35-D37-D38-D40- D43-D45- D46- 
D51-D53-D54-D58-D62 


CI 2 


ROO-R01-R04-R05-R07-R08-R09-R10-R12-R13-R14-R15-DOO-D01 -D02-D03-OO5-D06-D07- 
D08-D10-D11 •D14-D15'D17-D21-D22-O23-D24-D26-D30-D33-D35-D36-D38-O39'D41 -D44- 
D46 • D47 • D52 • D54 • 055 • D59 ■ D63 


C11 


R00-R01 •R06-R09-R1O-R14-O01-D05-D06-D09'D14-D15-D16-D19-D20-D21 •D22-D24-D30- 
D3 1 • D32 -033- 034 • 035 ■ D37 • D38 • D39 ■ 040 • D4 1 • 042 • D43 ■ D44 ■ 045 ■ D47 • D48 • D49 • 05 1 • D 52 ■ 

D53-D55 


CIO 


R00-R05-R08-R09-R13-D02-D06-OO7-D10-D15-D16-D17-O20-D21 -D22-D23-D25-D26-D31 • 
032 • 033 • 034 • D35 ■ D3 6 • D38 ■ 039 • D40 ■ D4 1 • D42 • D43 • D44 • 045 • D46 • D48 • D49 • D50 ■ 052 • D53 • 
D54-D56 


C09 


R04-R07-R08-R12-R15-D00-O03-D07-D08-D11-D16-D17- 018-021 -D22-D23-D24- 026 -027- 
D32 • D33 - 034 • D35 - 036 ■ D37 ■ D39 • D40 ■ D41 • D42 • D43 • 044 • D45 • D46 • D47 • 049 ■ D50 • 051 • 053 • 
D54-D55-D57 


C08 


R03-R06-R07-R11 -R14-R15-D00-D01 -D04-D08-D09-D12-D17-O18-D19-D22-D23-D24-D25- 
D27-D28-D33-D34-D35-D36-D37-D38-D40-D41-D42-D43-D44'D45-D46-D47-D48-D50-D51 * 
052 • D54 ■ 055 • D56 • D58 


C07 


R02-R05-R06-R10-R13*R14-R15-D00-D01-D02-D05-D69*D10-D13-D18-D19-D20-D23-D24- 
D25 • 026 • D28 • D29 • 034 • D35 • 036 • D37 • D38 • 039 • D41 - D42 • D43 • D44 • D45 • D46 • D47 • D48 • 049 - 

LIO I ■ UOc. * UOo UDO • UDO • UO / • UD? 


C06 


R01-R04-R05-R09-R12-R13-R14-O01-D02-D03-D06-D10-Dt1-D14-O19-D20-D21 -D24-D25- 
D26 • 027 • 029 - D30 ■ 035 • 036 • 037 ■ D38 - D39 • D40 - D42 • D43 ■ 044 • D45 • D46 • D47 • D48 • D49 ■ D50 • 

UUC UOo UQ*t UOO UO $ UOO UOv 


C05 


R00- R03-R04-R08-R11- R1 2-R13- D02-D03-D04-DQ7- D1 1 -012- D1 5- D20-D21- 022-025- D26- 
D27 • D28 ■ 030 - D3 1 - D36 • D37 • D38 ■ D39 • D40 ■ D41 • 043 • 044 • D45 • D46 ■ D47 • D48 • D49 • D50 • D5 1 • 

UOO L> <J*r UJJ UJ/ U JO U Osj Uu 1 


C04 


R02-R03-R07-R10-R1 1 - R1 2 • R1 5- D00- D03- D04 - D05 • D08- 01 2 • D 1 3 • D1 6- 021 • D22 • D23 - D26- 
D27-D28-D29-D31 -D32- D37 -D38- O39-D40- D41 -D42-D44-045-D46-D47- 048- D49 • D50- D51 • 
D52-D54- D55- D56-D58- D59- D60- D62 


C03 


R01 -R02-R06-R09-R10-R11 -R14-D01 •D04-D05-D06-D09-D13-D14-D17-D22-D23-O24-D27- 
D28-D29-D30-D32-D33-D38-D39-D40-O41-D42-D43-D45-D46-D47-D48-D49-D50-D51-D52- 
D53-D55-D56'D57-D59-D60-O61 -063 


C02 


R00-R03-R04-R05-R07-R09-R11-R12-D03-D04-D06-D08-D10-D11-O12-D15-D19-D20-D21- 
D24-D25-D27-D28-D29-D31-D32-D34-D35-D36-D38-D39-D40-D42-D46-D47-D48-D50-D53- 
D54-D57-D58-D61 -062 


C01 


R02-R03'R04-R06-R08-R10-R11-R15-D00-D04-D05-D07-D09-D11-D12-D13^D16-D20-D21 • 
D22-D25-D26-D28-D29-D30-D32-O33-b35-O36-D37-D39-D40-D41-O43-D47-D48-D49-D51- 
D54 • D55- 058 • 059 • D62 • D63 


COO 


R02-R04-R05-R08-R09-R1 1 -R12-R13-R14- D01 -D02-O03-D04-D06-D07-D10-D1 1 -013-D17- 
D18'D19-D20-D22-D26-D29-D31 • D32- 034 -D35- D37 • D40' 042- D43-D48- D50- D51 -D55-D59- 
D63 



R" denotes an initial value of latch (flip-flop) R. 
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c. Replacement of data Po^* \^ / 

Operational expressions described earlier are substituted into 

operational expressions obtained in "b", since D63-D48 are the CRC16 

(D' arithmetic operation results, as clea/ from "a". 

Operational expressions described earlier are substituted into 

operational expressions obtained in "b", since D47-D32 are the CRC16 

® arithmetic operation results, as clear from "a". 

Replacement example in the least significant bit (CO) 
C0= R02-R04-R05-R08-R09-R11-R12-R13-R14- 

D01 •D02'D03-D04'D06-D07'D10-D11-Dt3-D17-DI8-D19-D20-D22-D26-D29-D31- 
D32-D34-D35-D37-D40-D42-D43-D48-D50«D51-D55-D59-D63 



P1 1 

D63 <= C15= Z01-Z04-Z08-Z10-Z11-Z12-Z13- 

X00-X02-X03-X04-X05-X06-X10-X11-X12-X13-X15- 

D00'D07-D09-D10-D12-D13'D14-D15«D16-D18-D19-D20-D21-D22-D23'D24 
D26-D27-D28'D29-D31 
D59 <= Cll= Z0O-Z01-Z06-Z07-ZO9-Z10-ZI1-Z12-Z15- 
X00-X03-X04-X06-X07-X08-X10-X11-X12- 

D00'D06«D07«D11'D12«D14'D16'D18'D19'D20*D23'D27-D28*D29 
D55 <= C07= Z02-Z03-Z05-Z06-ZO7-Z08-Z11 -Z12-Z13-X02-X05-X08-X1 1 -X13- 
X14- 

D01 ■D03'D08'D09-D12'D17«D18-D25'D26'D27-D28-D29-D30 
D51 <= C03= Z01-Z02-Z03-Z04-Z07-Z08-Z09-Z14-X01-X08-X10-X13-XI4-X15- 
D00-D02-D05-D06'D08'D11'D12'D13'D17-D18-D19-D20-D21-D22-D23-D26 
D28-D30-D31 

D50 <= C02= Z0O-ZO2-ZO3-ZO4-ZO6'Z07-Z1O-Zt1«Z12-XO3-XO6-XO7-X09-X14- 
X15- 

D00'D01-DO3-DO4«DO5-D06-D11-D13-D15«D19'D21-D22-D24-D25-D26-b28 
D29-D30 

D48 <= C00= Z00-Z02-Z05-Z09-Z11-Z12-Z13-Z14- 

X01-X02-X03-X04-X05-X09-X10-X11-X12-X14-X15- 
D00-D02-D05-D11-D12-D14-D15-D21 -D22-D25-D30 

P7 

D43 <= Cll= XOO-X02-X03-X04-X05-X06-X07-X08-X09-X10-X12-X13-X14-X15 
DOO-DOt -D02-D03«D05'D06-D07-D08-O09'D10-D11 -D12-D13-D15-D16'D17 
D19-D20-D21-D23 

D42 <= C10= X01-X02-X03-X04-X05-X06-X07-X08-X09-X11-X12-X13-X14-X15 

D00-DO1 •D02'D03-D04-D06-D07'D08'D09'D10-D11-D12-D13-D14-D16-D17 

D18-D20-D21-D22-D24 
D40 <= C08= XOO-X01'X02-X03-X04-X05-X06-X07'X09»X10-X11-X12'X13-X14 

D01 •D02-D03'D04-D05-D06-D08-D09'D10-D11-D12'D13'D14-D15-D16-D18 

D19-D20-D22-D23"D24«D26 
D37 <= C05= X00-X01-X02-X03-X04-X06-X07-X08-X09-X10-X11- 

D04'D05'D06-D07-D08'D09-D11 •D12-D13'D14-D15-D16-D17-D18'D19-D21 

D22 • D23 • D25 • D26 • D27 • D29 
D35 <= C03= XOO-X01-X02-X04-X05-X06-X07-X08-X09-X14-XI5- 

D00-D01'D06-D07'D08'D09'D10-D11 -D13-D14-D15-D16«D17"D18-D19-D20 

D21 • D23 • D24 • D25 • D2 7 • D28 • D29 • D3 1 
D34 <= C02= XOO-X01-X05-X07-X08-X09-X11-X12-X13-X15- 

D00*D02«D03'D04*D06'D07«D08'D10*D14-D15'D16-D18-D21«D22-D25'D26 

D29-D30 

D32 <= C00= X04-X05-X07-X10-X12-X13-X15 

D00-D02-D03«D05-D08'D10'D11 -D16-D18'D19-D23-D27'D31 
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Substituting 

C0= Z00-Z02-Z05-Z09-Z11-Z12-Z13-Z14- 

C0= R02-R04-R05-R08-R09-R11 -R12'R13-R14- 

D01 -D02-D03-D04'D06-D07-D10-D11-D13-D17-D18-D19'D20'D22-D26-D29-D31 
Z01-Z04«Z08'Z10-Z11-Z12«ZI3« 

X0O-X02-XO3-X04-XO5-X06-X10-X11-X12-X13-X15- 

D00-D07-D09-D10-D12-D13'D14«D15-D16-D18-D19-D20-D21 -D22-D23-D24- 
D26-D27-D28-D29-D31- 

Z00-Z01 -Z06-Z07-ZO9-Z1O-Z1 1 -Z12-Z15" 

XOO-X03-X04-X06-X07-X08-X10-X11-X12- 

D0O'D06'D07'D11'D12«D14'D16-D18'D19'D2O-D23-D27-D28-D29- 

Z02-Z03-Z05-Z06-ZO7-Z08-Z11-Z12-Z13-XO2-XO5-X08-X11-X13-X14- 

D01-DO3-D08-D09-D12-D17-D18-D25'D26«D27«D28-D29'D3O- 

Z01-Z02-Z03-Z04-Z07-Z08-Z09-Z14-X01-X08-X10-X13-X14-X15- 

D00-D02-D05-D06-D08-D11«D12-D13-D17*D18«D19-D20-D21 -D22'D23-D26- 

D28-D30-D31- 

ZOO-ZO2-ZO3-ZO4-ZO6-ZO7-Z1O-Z11-Z12-XO3-X06-X07-XO9-X14-X15- 
D00-D01-D03-D04'D05'D06'D11«D13-D15'D19«D21 'D22-D24-D25-D26'D28' 
D29-D30- 

ZOO-Z02*Z05-Z09'Z1 1 -Z12-Z13-Z14* 

X01-X02-X03-X04-X05-X09-X10-X11-X12-X14-X15- 

D00-D02-D05-D11-D12-D14-D15-D21 -D22-D25-D30- 

XOO-X02-X03-X04-X05-X06-X07-X08-X09-X10-X12-X13-X14-X15- 

DOO-DOI •D02-D03-D05-D06-D07-D08-D09-D10-D11-D12-D13-D15-D16'D17- 

D19-D20-D21 'D23« 

XOI -X02-X03-X04-X05-X06-X07-X08-X09-X11 -X12-X13-X14-X15- 

DOO-D01-D02-D03-D04«D06-D07-D08-D09«D10'D11-D12'D13-D14-D16-D17- 

D18-D20-D21-D22-D24- 

XOO-XOI -X02-X03-X04-X05-X06-X07-X09-X10-X11-X12-X13-X14- 

DOI •D02'D03-D04'D05'D06«Dd8-D09'D10'Dil'D12-D13'D14-D15'D16'D18- 

D 1 9 • D20 • D22 • D23 • D24 • D26 • 

XOO-XOI -X02-X03-X04-X06-X07-X08-X09-X10-X1 1 • 

D04-D05-D06-D07-D08-D09-D11 •D12'D13'D14'D15-D16-D17'D18-D19-D21- 
D22 • D23 • D25 • D26 • D27 • D29 ■ 

XOO-XOI •X02-X04-X05-X06-X07-X08-X09-X14-X15- 

DOO-D01 •D06-D07-D08-D09-D10-D11 •D13-D14>D15-D16'D17'D18-D19-D20- 
D21 -D23-D24-D25-D27-D28-D29-D31 ' 
XOO-XOI -X05-X07-X08-X09-X11 -X12-X13-X15- 

D00-D02'D03-D04«D06'D07'D08-D10-D14-D15'D16-D18«D21*D22-D25-D26- 
D29-D30- 

X04-X05-X07-X10-X12-X13-X15 

D00-D02'D03-D05-D08-D10-D11 -D16-D18-D19-D23-D27-D31 

Deleting same terms 

C0= R02-R04-R05-R08«R09-R11-RI2-R13-R14- 

Z02-Z03-Z04-Z07-Z09-Z10-Z11- 

X02-X04-X05-X06-X08-X12;X13- 

D01-O05-D08-D09-D11'D12«D13-D16-D17"D18-D2I'D22-D24-D30-D31 
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d. Operational expressions 

It is possible to obtain CRC16 arithmetic operation device ®' by 
performing the above processing on all the operational expressions. 





Operational expressions / 


C15 


R01 -R03-R04 -R07-RO8-R1O-R1 l'«R12-R1 3- R1 5-jZ03 • 204 • 205-208*210- 211 -212- X01-X05- 
X06-X07 ■ X09 -XI 4 -D00- D01 • DO? • HOfi • HflQ- nifi»m 0 • n^A.noi. no^.noft.noQ 


C14 


ROO-R02-R03-ROO-R07-R09-RIO-R11-R12-R14-R15-ZOO-Z04-Z05-Z06-Z09-ZM-Z12- 

Z13-XOO-X03-X05-X08-X09-X11-X12-X13-X14-DOO-D03-D04-D05-D06-D07-D08- 
Dll*Di3 , Di5 , Di7«Di8»ni<i«n24«n97«n9s.r>9<»«n^n 


C13 


R01 -R02-R05-R06-R08-R09-R10-R11-R13-R14-R15-200-201 -202 • 206- 207- 209 • Z10-21 1 • 
X01 " X04 • X05 • X06 • X07 ■ XO'fi • X1 1 •Xlp*yii«xis - nni • nn'i . nna . nno .nn.nu.mc.nio r»on 
D21 -D22-D23-D31 


C12 


R00 • R01 • R04 • R05 • R07 • ROft • RftQ «Rin«R19.R1**.R1A.Ri R.7fin. 7ai . 7 no . 7no . -7a>i -yt\r -rr\o 

211-Z13-215-XOO-X03-X04-X05-X06-X07-X10-X11 -X12-X14-D06-D09-D10-D11 •D13•D15• 
D21 ■D22-D?4-D?fi-mi 


C11 


R00-RO1 -R06-R09-R10-R14-200-Z01-204-206-207-Z08-2I5-X03-X04-X05-X06-X07-X1 1 * 

X13-X14-X15-D02-D04*D05-D06-D07-D09-D10-D12-D16-D20-D21 -D22-D23-D24-D25-D26- 
nod . n*j 1 


C10 


R00-R05-R08-R09-R1 3-201 -Z02-204-208-Z09-210-212-Z13-215-X02-X05-X09-X10-X1 1 • 
X13-D00-D02-D03-D04«D06-D11 -D14-D15-D16-D18- D19-D21 -022- D24-D26- D28- 031 


C09 


R04*R07-R08-R12- R15-202-Z03-205-209-21 0-21 1 -213-214-X01 -X04-X08-X09-X10-X1 2- 
D00-D01 •D02-D04-D08-D10-D12-D13-D14-D16-D17-D19-D25-D26-D27-O29-D30 


C08 


R03-R06-R07-R1 1 -R14-R15-203-204-Z06-Z10-71 1 -Zl 2-214- 715- Xfio- XH4- Ynfi-Xft7- vnft. 
X12-X14-X15-D00-DO1 -D05-D07-D09-D15-D18-D21 • D22-D24-D25- D26 -D27-D29-D30 


C07 


R02 -R05-R06-R10-R1 3-R14-R1 5-200-202 -205- 209- 210-212- 21 3-214- X01-X02-X03- X07- 
X10-X11 -X13-X14-DOO-D01 • D02 • D03 • D04 ■ D05- D06-D08- D09-D1 2- D13- D14- D1 5- D1 7- 019 ■ 
D26-D28-D30 


C06 


R01 -R04-R05-R09-R12-R13-R14-200-201 -202-203-204-206-207-209-213-XOO-X03-X04- 
X05-X0G-X1 1 -X13-X14-X15-D00-DO2-D03-D04-DO8-bl1-D13-D16-D17-D20-D21-D22'D23- 
D24-D25 


C05 


R00-R03-R04-R08-R11 -R1 2- R13-200-201 - 203-204-207 -208- Z09-210-Z11 -Z1 2-21 3-X01: 
X09-X11 •X13-X15-D00-D02-D04-O05-D08-D17-D20-O23-D26-D27-D28-D29-D31 


C04 


R02-R03-R07-R10-R1 1 -R12-R15-201 -202-Z07-208-209-21 1 -Z14-Z15-X00-X03-X04'X06- 
X08-X09-X10-X11-D01 • D03-D04-D09-D1 1 • D14- D15-D18- D20-D21 • D22- D23- D31 


C03 


R01 •R02-R06-R09-R10-R11 -R14-200-202- 203-204 -205 -207-208- 209- 213- X02-X04-X05 • 
X06-X07-X08-X10-X11 -X12-X14-X15-D00-D02-D03-D12-D13-D14-D15-D16-D24-D26-D27- 
D28-D29-D30-D31 I 


C02 


ROO-R03-R04-R05-R07-R09-R11 -R1 2-200-201 • 202 • 204 -206- 207 - 2 1 0 • 21 2 • 2 1 5 • X01 -X02- 
X05-X09-X12-X13-X14-D00-D01 -D02-D03-D04- D05-D09-D12-D18-D20- D23- D25-D30-D31 


C01 


R02-R03-R04-R06-R08-R10-R11-R15-201 -203-207-208-209-Z1 2-21 4 -X00- X02- X03- X05- 
X08-X09-X10-X13-X14-X15-D02-D03-D04-D07-D08-D09-D10-D11 -D12-D14- D1 5•D17•D18• 
D 1 9 • D25 ■ D26 • D27 • D28 • D29 • 03 1 • 


COO 


R02-R04-R05-R08-R09-R11 -R12-R13-R14-202-203-204-207-209-210-21 1 -X02-X04-X05- 
X06-X08-X12-X13-D01-D05-D08'D09-D11*D12*D13-D16-D17-D18-D21-D22-D24^D30-D31 



"R" denotes an initial value of latch (flip-flop) R. 
"X" denotes an initial value of latch (flip-flop) H. 
"Z" denotes an initial value of latch (flip-flop) L. 
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Replacement example in the least significant bit (CO) 

C0= R2-R4-R5-R8'R9-R11-R12-R13-R14- 

D1-D2-D3-D4-D6-D7-D10-D11-D13-D17-D18-D19-D20-D22-D26-D29-D31- 

D32-D34-D35'D37"D40-D42«D43-D48-D50-D51-D55'D59-D63 
P7. 8 

D63 <= C31= R5-R8-R9-R11-R15-R23-R24-R25-R27-R28-R29-R30-R31- 

D0-D1'D2«D3-D4'D6'D7'D8-D16*D20'D22'D23*D26 
D59 <= C27= R1.R4-R5-R7'R11-R19-R20'R21-R23-R24-R25-R26-R27- 

R29- 

D2-D4-D5«D6-D7'D8-D10-D11-D12-D20-D24'D26-D27-D30 
D55 <= C23= R0-R1'R6-R9-R13-R15-R16-R17-R19-R20-R26-R27'R29- 

R31- 

D0-D2'D4-D5-D11'D12'D14-D15-D16-D18-D22-D25-D30-D31 
D51 <= C19= R3-R7-R8-R11-R15-R16-R20-R22-R24-R25-R27-R29- 

D2-D4-D6-D7-D9'D11-D15«D16-D20-D23-D24-D28 
D50 <= C18= R2-R6-R7-R10-R14-R15-R19-R21-R23-R24-R26-R28-R31- 

D0-D3-D5'D7-D8-D10-D12-D16«D17'D21'D24'D25'D29 
D48 <= C16= R0-R4-R5-R8-R12-R13-R17-R19-R21-R22-R24-R26-R29- 

R30- 

D1-D2-D5-D7-D9-D10-D12-D14-D18-D19-D23-D26-D27-D31 
D43 <= Cll= R0-R1-R3-R4-R9-R12-R14-R15-R16-R17-R20-R24-R25- 

R26-R27-R28-R31- 

D0-D3-D4-D5'D6-D7'D11-D14-D15-D16-D17-D19-D22-D27*D28'D30 

D31 

D42 <= C10= R0-R2-R3-R5'R9-R13-R14-R16-R19-R26-R28-R29-R31- 

D0'D2-D3'D5'D12«D15-D17'D18'D22«D26-D28-D29-D31 
D40 <= C8=RO-R1-R3-R4-R8-R10-R11-R17-R22-R28-R31- 

D0-D3-D8-D9'D14«D19-D20-D21-D23-D27'D28-D30-D31 
D37 <= C5= R0-R1-R3-R4-R5-R6'R7-R10-R13-R19-R20-R21-R24-R28-R29- 

D2-D3-D7-D10-D11'D12-D18'D21-D24«D25-D26-D27-D28-D30-D31 
D35 <= C3= R1-R2-R3-R7-R8-R9-R10-R14-R15-R17-R18-R19-R25-R27-R31- 

D0-D4-D6'D12-D13«D14-D16-D17-D21-D22-D23-D24-D28-D29-D30 
D34 <= C2= R0-R2-R6-R7-R8-R9-R13-R14-R16-R17-R18-R24-R2G-R30-R31- 

D0-D1-D5-D7-D13-D14-D15-D17-D18-D22-D23-D24-D25-D29-D30- 

D31 

D32 <= C0=R0-R6'R9-R10-R12-R16-R24-R25-R26-R28-R29-R30-R31- 
D0-D1-D2'D3-D5-D6'D7-D15-D19-D21-D22-D25-D31 
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